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What is the UAF-SpringBoard Software Test Bed and how can it help?

The Computer Science Department of the University of Alaska-Fairbanks (UAF) is part-
nered with the SpringBoard program to operate an information assurance software
test bed to evaluate and add value to DoD-developed software. The test bed con-
ducts a rigorous process that includes a review with the intent of identifying po-
tential security vulnerabilities and related defects in the DoD software. Vulner-
abilities are identified and provided along with recommended remediations to
the DoD lab to assist DoD in developing more secure applications.

Software Test Bed

Software Test Bed services are offered on a no-cost basis to DoD code de-
velopment groups through the technology transfer vehicle of an Educa-
tional Partnership Agreement (EPA) executed between the laboratory and
UAF. Labs work directly with UAF students, with oversight from faculty.

Methodology of the Software Test Bed

The standard approach applied to the analysis of DoD software considers fac-
tors relevant to the unique attributes of the particular software. Examples of
these generic factors may include:

Functionality | Design and Engineering | Adaptability
(exterior quality) (interior quality) (future quality)

* Correctness * Efficiency * Flexibility

* Reliability * Testability * Reusability

* Usability * Documentation * Maintainability
* Integrity e Structure

gospringboard.org

sn rl ng Bnard 612 W. Willoughby Ave., Suite A T
Juneau, AK 99801

A program of the Juneau Economic Development Council, Phone 907-523-2300 e Fax 907-463-3929 FacebOOk




Key Benefits

By using specialized tools that perform static code analysis, many common programming errors and secu-
rity vulnerabilities may be detected. At the end of a predetermined test period, the code is returned to the
laboratory of origin, along with a report describing error identification and recommendations for remedia-
tion.

Some of the key benefits to such an assessment are:
* Improvement of software quality from a “product” perspective
* Detection of potential security vulnerabilities
* Assessment of security risk across, multiple code bases, components and files, etc.
* Performance of a full code review
* Adherence to internal coding standards
* Proper API usage
* Adherence to industry standards and best practices

About the UAF Computer Science Department

UAF is a National Security Agency/Department of Homeland Security Center of Academic Excellence in In-
formation Assurance Education, and home to the Advanced System Security Education, Research and Train-
ing (ASSERT) laboratory. This lab, located within the Computer Science department, provides an isolated
networked computer environment suitable for information assurance and computer security education,
research, and training.

The UAF Department of Computer Science offers accredited undergraduate and graduate degrees in com-
puter science and software engineering. Research interests include computer security, computer graphics,
parallel computation, databases, expert systems, software engineering, simulation, networks, formal lan-
guage theory and computability.

For more information about working with the software test bed:

CONTACT A MEMBER OF OUR TEAM

Paul Moran, pmoran@jedc.org, (907) 523-2340

Zach Wilkinson, zwilkinson@jedc.org, (907) 523-2329
Greg Amorese, gamorese@jedc.org, (303) 579-0169

Peter Perna, pperna@alpinestrategy.com, (505) 250-9337
Dan Hubert, dhubert@jedc.org, (907) 523-2300

Adrien Lopez, alopez@jedc.org, (907) 523 2323

Brian Holst, bholst@jedc.org, (907) 523-2333
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